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Objective: In today’s digital landscape, data is widely regarded as an organization’s most
valuable asset and a critical strategic resource, necessitating robust measures to ensure its
security. Accordingly, this study aims to develop a comprehensive data security
management model tailored to the national banking network.

Method: This study adopts an exploratory sequential mixed-methods design, integrating
both library-based (documentary) and field-based data collection approaches. The library-
based component draws on scholarly books, peer-reviewed articles, and academic journals
to construct the theoretical framework. The field component employs semi-structured
interviews and structured questionnaires. The study population comprises two distinct
groups: (1) banking network managers and subject-matter experts, who participate in the
interviews, and (2) bank managers, deputy managers, and staff, who complete the
questionnaires. Qualitative data were analyzed using MAXQDA software, and quantitative
data were analyzed using SmartPLS to develop and validate a comprehensive data security
management model for the national banking network.

Results: The analysis identified eight key components that significantly influence data
security management in the national banking network (p <0.05): (1) primary causes of
security incidents in banks, (2) barriers and concerns related to implementing enhanced
security compliance, (3) security strategies employed over the past six months, (4) existing
data security measures, (5) the data security lifecycle, (6) additional security measures
required to strengthen data protection, (7) data security mechanisms in online banking
services, and (8) financial services impacted by data security mechanisms.

Conclusions:

Security strategies should prioritize employee training, compliance with emerging
regulatory requirements, and the enhancement of inter-bank coordination to foster
sustainability and reinforce trust within the banking network. Collectively, these elements
contribute to a more robust data security management framework, elevating the maturity
and coherence of data protection practices across the national banking system.
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Introduction
In today’s digital landscape, data is widely regarded as an organization’s most valuable

asset and a critical strategic resource, necessitating robust measures to ensure its security.
Accordingly, this study aims to develop a comprehensive data security management model
tailored to the national banking network.

The financial sector plays a leading role in the modern economy, serving as a financial
intermediary among diverse market participants and establishing the essential preconditions
for social reproduction. A sound and efficient financial sector encourages productive
investment, thereby fostering innovation and economic growth (Rezvani, 2018). Bank credit
is also instrumental in financing household needs, particularly in balancing consumption
patterns and enabling greater investment toward self-reliance, sustainability, and future
development. A high level of financial security within the banking system not only
determines the operational efficiency and macroeconomic stability of a society but also
fundamentally shapes the state’s fiscal capacity and national security (Sharma et al., 2021).

Data security management constitutes an integral component of an organization’s
overarching governance framework, grounded in a business risk—oriented approach. Its
objective is to establish, implement, operate, monitor, review, maintain, and continually
improve data security. When properly implemented, such a management system can
significantly contribute, by mitigating external and internal risks, to ensuring a defined level
of security assurance (Khrushch et al., 2020). This becomes especially critical in the context
of the banking system, given the heightened sensitivity surrounding business security and
financial transactions, which amplifies the necessity of robust data security management.

Maintaining trust between banks and their customers is imperative, and timely, accurate
information is essential for sound investment and decision-making. Any unauthorized
disclosure, deletion, or manipulation of data, or its unavailability when needed, can severely
impact a bank’s revenues and capital, leading to potentially irreversible consequences
(Doroudi & Jamshidi, 2021). Moreover, the implementation of a data security management
system in banks differs from that in other organizations due to the nature of their assets
(primarily financial information), the architecture of their information exchange
infrastructure, the specific business processes employed, and the structural characteristics of
their data. Within this context, the banking community continues to seek effective strategies
for developing comprehensive data security programs (Diesch et al., 2020). Consequently,
banks must select data security frameworks aligned with their organizational scale,
technological complexity, and usage patterns, and then manage these frameworks through
tailored, institution-specific models. Concurrently, with the exponential growth in processing
power and rapid technological advancements, all businesses, including private and public
sector organizations, face escalating threats to their complex information systems. These
threats primarily stem from cybercrime, human error, and various vulnerabilities embedded in
business processes, technologies, and human interactions, with their nature and severity
varying across organizations. The intricate interdependencies among these components have
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further exacerbated vulnerabilities within modern information systems, particularly in
enterprise resource planning (ERP) software, since the adoption of such integrated platforms
has significantly blurred traditional organizational boundaries compared to legacy systems.
Substantial efforts are underway to counter this spectrum of threats, primarily through the
application of diverse data management frameworks, standards, and techniques aimed at
reducing vulnerabilities to acceptable levels (Li et al., 2021).

Network data security remains a growing challenge, as these networks are inherently
vulnerable to external threats specifically designed to disrupt services (Kimiagari & Bael,
2021). Networked environments continue to face numerous security threats, including insider
attacks, routing attacks, denial-of-service (DoS), and distributed denial-of-service (DDoS)
attacks. These pose significant security challenges that demand innovative solutions and
heightened vigilance. Recent studies indicate that the proliferation of emerging technologies,
such as the Internet of Things (IoT), cloud computing, and 5G networks, has increased both
the complexity and diversity of cyberattacks. Advanced threats, including Al-driven attacks
and autonomous malware, have introduced novel risks to data management systems. Such
attacks can inflict severe damage on applications and services within smart environments,
particularly in critical infrastructures such as smart power grids or intelligent transportation
systems (Ahmadi, 2023).

To counter these evolving threats, novel approaches have been proposed, including the use
of blockchain technology to ensure data integrity, advanced cryptographic methods, and
artificial intelligence for real-time threat detection and prevention. Furthermore, up-to-date
security standards, such as the NIST Cybersecurity Framework and ISO/IEC 27001, enable
organizations to implement more resilient security architectures (Kazemi, 2024). Ultimately,
securing data management within networked environments has emerged as a pressing concern
for organizations, particularly banks, and for information security professionals alike.

Method
This study adopts an exploratory sequential mixed-methods design, integrating both

library-based (documentary) and field-based data collection approaches. The library-based
component draws on scholarly books, peer-reviewed articles, and academic journals to
construct the theoretical framework. The field component employs semi-structured interviews
and structured questionnaires. The study population comprises two distinct groups: (1)
banking network managers and subject-matter experts, who participate in the interviews, and
(2) bank managers, deputy managers, and staff, who complete the questionnaires. Qualitative
data were analyzed using MAXQDA software, and quantitative data were analyzed using
SmartPLS to develop and validate a comprehensive data security management model for the
national banking network.

Results
The analysis identified eight key components that significantly influence data security

management in the national banking network (p<0.05): (1) primary causes of security
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incidents in banks, (2) barriers and concerns related to implementing enhanced security
compliance, (3) security strategies employed over the past six months, (4) existing data
security measures, (5) the data security lifecycle, (6) additional security measures required to
strengthen data protection, (7) data security mechanisms in online banking services, and (8)
financial services impacted by data security mechanisms.

Conclusions
Security strategies should prioritize employee training, compliance with emerging

regulatory requirements, and the enhancement of inter-bank coordination to foster
sustainability and reinforce trust within the banking network. Collectively, these elements
contribute to a more robust data security management framework, elevating the maturity and
coherence of data protection practices across the national banking system.
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