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Obijective: Regulation is one of the fundamental requisites of governance, and good
governance demands the proper regulation of affairs by the government and public
institutions. Given the pivotal role of regulation in managing societal affairs- including
the administration of cyberspace- it is essential to examine this subject from diverse
perspectives. Our objective in the present article is to provide a new formulation of the
ethical foundations of cyberspace regulation through the concept of “proxy culture”.
Method: From a macro-epistemological perspective, the methodology of the present
study is grounded in a hermeneutic (interpretive) approach.

Results: Within the concept of proxy, a distinction must be drawn between a “proxy” and
a “degenerate proxy.” A “degenerate proxy” is one that lacks either the aspect of
“signification” or the aspect of “surrogation.” Cyberspace is not based on a “degenerate
proxy” but rather on a “proxy culture”; consequently, it possesses both the characteristic
of “signification” and that of “surrogation”, making it both a semiotic system and a
vicarious system. This means that cyberspace websites and applications act on behalf of
individuals (the aspect of surrogation) while simultaneously, owing to their sign-like
character (the aspect of signification), keeping the individual mindful of their distance
from reality. The ethics of cyberspace regulation must correspond to this “proxy culture”.
Conclusions: In many respects, cyberspace has assumed the role of an individual’s
“proxy” or “vicar” to act within the real environment. This imposes specific and novel
ethical responsibilities regarding cyberspace upon its stakeholders (programmers,
software and network engineers, service providers, etc.). Regulation based on the proxy
culture is a multi-layered and multi-dimensional regulation. In regulating cyberspace, one
cannot merely rely on the measures of public and private institutions in managing user
behavior; rather, it is necessary to focus on the internal forces and structures of cyberspace
itself. Regulation can no longer focus solely on the management of symbols or the flow
of information; instead, it must concentrate on the management of proxy actions. Since
the distinction between the online and the offline has been dissolved in the “onlife”
environment, and data have acquired a shared ontological nature with the realities they
signify, monitoring the proper functioning of these proxies in their capacity as surrogates
becomes a priority.
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Introduction

Nowadays, many of our actions and interactions are carried out through cyberspace and the
websites, platforms, and applications that transact within this space. Knowledge-based work,
digital technologies, and information goods play a significant role in contemporary society, to
the extent that some scholars speak of ““digital capitalism,” “communicative capitalism” (Fuchs,
2022), and “platform capitalism” (Srnicek, 2020). In the era of big data, various digital
technologies in the form of new algorithms, cloud computing, augmented reality, and social
media platforms have increasingly influenced political, social, and cultural structures.
Cyberspace has become a space in which large corporations such as Apple, Google, Amazon,
and others offer a wide range of products and services, and groups and political parties seek to
use it for their own promotion and propaganda. These corporations, groups, and parties view
cyberspace as a transnational domain that enables them to operate internationally and globally;
consequently, the concept of sovereignty, territorial jurisdiction, and governance in general has
undergone transformation. In other words, a new situation has emerged in the global and
geopolitical arena in which powerful information technology corporations have penetrated the
authority and discretion of states to legislate and regulate and to exercise national sovereignty
in various political and economic domains, and have assumed a determining role. This has given
rise to emerging research areas in the field of cyberspace policymaking and regulation. Nation-
states face unprecedented challenges in exercising power in the regulation of cyberspace,
including the fact that the increasing accumulation of power by these international corporations
has resulted in states’ diminished capacity to enforce their regulatory rules in cyberspace
(Hasani, 2022). This necessitates reflection and discussion on the requirements of cyberspace
regulation from various perspectives.

“Regulation” refers to the oversight or control of a product, process, or set of behaviors based
on specific requirements, standards, or protocols (Tavani, 2007). Agenda-setting, determining
lines of movement, and providing various regulators, incentives, accelerators, decelerators, and
restraints within the channel of movement are among the constitutive elements of regulation.
According to this definition, it can be said that regulation is one of the fundamental
requirements of governance, and good governance necessitates the proper regulation of affairs
by the state and public institutions. The state and public institutions, which operate to secure
the public interests of society, can regulate various legal, political, economic, social, and
cultural relations in different domains of life through rational and responsible policymaking.
Even if one advocates minimal state intervention in the private sector and the market, it cannot
be denied that regulation is a necessary and indispensable matter, since market failure is always
possible and probable, and consequently there is no escape from regulation (Bevir, 2018). In
public policymaking, which is the twin of governance, regulation is also affirmed. For instance,
Parsons considers “regulatory policies” as one of the important types of policies in public
policymaking, which alongside “distributive policies” and “redistributive policies” serve to
regulate the public affairs of society (Malek-Mohammadi, 2017).
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Given the important position of regulation in the administration of societal affairs, including
in the administration of cyberspace, it is necessary to research and discuss it from various
angles. At the macro level, regulation requires a philosophical framework to direct its principles
and ends and to specify its position in political philosophy. If we consider political philosophy
as systematic reflection on the purpose and end of government (Plamenatz, 1992), then
necessarily the discussion of regulation, as a necessary and indispensable component of
governance, can find a philosophical framework within political philosophy and acquire
meaning in connection with the general ends of government and the state. From a legal
perspective, regulation requires a codified legal framework to derive its legitimacy and legal
validity therefrom (Badie & Birnbaum, 2013). From the perspective of research and
documentation, regulation must have a scientific, rational, and evidence-based framework,
because it is scientific research that links politics to freedom and enables human beings to attain
understanding of external nature, human nature, and the historical process, and consequently to
attain a freedom with respect to these three that is peculiar to a being civil by nature (Neumann,
1994).

Alongside all of these, regulation also requires an ethical framework. The moral law
originates from within the subject and depends on his moral conscience and free will (Jacques,
1975), whereas regulation in the legal sense of the word is something imposed upon the subject
from without. If this is the case, the question arises as to what the relationship between ethics
and regulation is. The answer to this question is contingent upon the answer to the question of
the relationship between politics and ethics, since regulation is something exercised by the state
or public institutions. From the perspective of political realism, whose roots trace back to
Machiavelli’s views in the Renaissance, politics is a domain separate from ethics (Machiavelli,
2010) and has its own calculations. Nevertheless, in the literature of the policymaking field, it
is an accepted principle that unethical laws and regulations should not be granted validity and
legitimacy. In decision-making, policymaking, and regulation, as in other decisions, we must
determine the total effects of various options to the extent that they are predictable, and from
among these total effects, select those that are morally relevant. In fact, it is moral principles
that determine which effects are relevant and which are irrelevant. This means that moral
principles are applicable in policymaking and regulation, although because the impact of these
laws and regulations on people’s lives is very extensive, one should not expect regulation to
follow simple moral principles. The more complex and extensive the issues involved in
administering people’s lives, the more difficult it is to align regulation with moral principles,
and the more complex an ethical framework we will require (Hare, 2018). On the other hand,
ethics and law mutually influence each other, and societies cannot be governed solely by state
laws or solely by moral rules, and especially as societies grow and become larger, both state
regulations and moral rules are needed (Leuenberger, 2018). From a moral perspective,
regulation is not merely something imposed by an external power on actors in the public and
private sectors. In addition to the control and oversight of an external power, regulation can
also occur when actors monitor themselves (Bevir, 2018). What has been stated here is
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strikingly applicable to the regulation of cyberspace. Cyberspace is a complex space in
international dimensions, and in addition to nation-states, numerous actors (international
institutions, non-governmental organizations, civil society, the private sector, etc.) are involved
in its administration at local, national, and international levels (Qajar Qionloo, 2012).
Therefore, the regulation of cyberspace, in addition to a legal framework, also requires an
ethical framework to help actors and stakeholders engaged in this space better regulate their
behavior within it. Moreover, in the regulation of cyberspace, we need moral principles that
transcend the sometimes simple and rudimentary rules of various normative ethics schools so
that we can better cope with the complexities of this space. Cyberspace is not analog but digital.
The word analog is derived from the Greek root analogos, meaning “similar/like,” and is applied
to physical entities of the world. Analog entities are entities similar to natural entities (Hassan
& Sutherland, 2017). Cyberspace consists of non-analog entities whose ontological basis is
“number,” which is placeless and positionless (Eldred, 2023). This, ontologically, makes
cyberspace a space different from the physical world of everyday experience, whose regulation
also requires different laws and regulations and a different ethics.

In the view of the Greeks, techne was something constructed in imitation (mimesis) of nature
and in harmony with it. The lantern was an imitation of the sun, and the ship was an imitation
of the fish. Technology and techne, in the view of the Greeks, were “similar” (analogos) to
nature: similar to the reason governing the world. This conception of technology persisted in
Western culture and civilization until the modern Industrial Revolution, with the difference that
modern man, in constructing technical objects, although he somehow had in view “similarity”
(being analog) to nature, considered the end of techne to be not the completion of nature’s work
but domination over it. In the realm of media, although media were analog (similar to nature),
they were often organized in the form of mass media, that is, hegemonic media aimed at
conquering “masses” who were regarded as formless nature that must be shaped—along with
their thoughts and opinions—through media work. Digital media were fundamentally formed
in another world; they were formed not in imitation of visible nature but on the basis of numbers
as abstract and invisible entities. These media do not claim to imitate a presumed reality existing
in the external world; rather, they create reality itself. Digital technology is not “analogos,”
meaning that the space it creates bears no resemblance to natural space; rather, it is an unnatural
space whose regulation and ethical behavior within it are difficult with the help of traditional
ecology (Khandan, Introduction to: Hassan & Sutherland, 2017). Therefore, we need to rethink
the ethical foundations of regulating such a space.

Here the fundamental question is: why has the ethical regulation of cyberspace today
encountered increasing theoretical and practical impasses? The answer lies in the fact that the
ontological and ethical foundations governing current policies are still based on the
presuppositions of the “analog” and “instrumentalist” era. In this declining paradigm, digital
technologies are regarded merely as “signs,” mirrors of external reality, and neutral instruments
in the hands of human users; but this presupposition ignores the transformed nature of the
infosphere and the lifeworld of onlife. Cyberspace is not merely a realm of exchanging signs
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and information; it is a realm of delegating agency. Today, algorithms, platforms, and
computational agents are not merely representers or signifiers; rather, they are actors that act
on behalf of humans and have the aspect of a surrogate for them. As long as regulation continues
on the basis of this traditional semiotic illusion that the human is the absolute agent and
technology is a passive instrument, any intervention in the digital ecosystem will be superficial,
ineffective, and doomed to failure; therefore, the transition to the proxy culture is not a matter
of taste or merely a philosophical metaphor, but an ontological and ethical necessity for
articulating the ethical foundations of digital regulation. Only by accepting the presupposition
that digital entities are proxies with the dual aspect of “signification” and “surrogation” can we
shift the center of gravity of ethics and regulation from managing user behavior to the
architecture of proxy and the accountability of designers. Redefining cyberspace under the
proxy culture is not only a theoretical necessity but the condition of possibility for any
meaningful and multilayered regulation in this sphere. In the present article, we intend to use
the theory of the proxy culture, presented by Luciano Floridi, the Italian philosopher, to propose
an ethical foundation for the regulation of cyberspace that fulfills the aforementioned
requirements.

Method

From a macro-epistemological perspective, the methodology of the present study is
grounded in a hermeneutic (interpretive) approach. Etymologically, the term “hermeneutic” is
derived from the Greek verb hermeneuein, meaning “to interpret” (Sepehwand, 2012).
Throughout the history of thought, the problem of interpretation has been a concern across
various scientific disciplines. The Greeks, in interpreting the literary works of Hesiod and
Homer; the Jews, in interpreting the Talmud; the Christians, in interpreting the Holy Scripture;
the Muslims, in interpreting the Quran; literary critics, in interpreting literary works; and jurists,
in interpreting legal texts, and so forth, have all had need of hermeneutics. Nevertheless, in the
modern era, Schleiermacher’s general hermeneutics marks a turning point, as it sought to
establish universal rules for deciphering the meaning of texts and recovering the author’s
intention. Subsequently, Wilhelm Dilthey proposed hermeneutics as the method of the human
sciences, and ultimately, in the twentieth century, Gadamer, following Heidegger’s philosophy,
founded “philosophical hermeneutics,” which concerned itself with the “understanding as such”
although it did not neglect the interpretation of literary and artistic works (Azad, 2021).

Gadamer’s philosophical hermeneutics, in the domain of textual interpretation and
understanding, emphasizes the dialectical concept of “experience.” In his view, the author’s
intention is not the sole factor in understanding a text, and contrary to what was asserted in
classical hermeneutics, textual interpretation cannot be regarded as merely the discovery of the
author’s intention; rather, textual interpretation is of the nature of a “fusion of horizons,”
through which the reader and the text attain a shared horizon. Accordingly, the interpretation
of texts possesses the following characteristics: being conditioned by tradition and history,
being dialogical, being dialectical, being grounded in the logic of question and answer, and
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involving the positive role of pre-understandings and pre-judgments in the attainment of
understanding (Vaezi, 2001). Our methodological approach in reading the views and theories
related to cyberspace regulation, and in particular the views of Luciano Floridi, exhibits these
very characteristics. We do not merely seek to repeat what Floridi and others have said
regarding the proxy culture and cyberspace regulation; rather, in order to answer the problem
that has shaped our intellectual horizon in the present article—namely, articulating the ethical
foundations of cyberspace regulation—we seek to engage in dialogue with the existing
literature in this field, including Floridi’s texts, so as to extract the answer to our problem from
the process of question and answer with them. In accordance with our research problem and the
tradition in which we are situated, we hold certain expectations of the texts, and on the basis of
these expectations—that is, answering the question of the ethical foundations of cyberspace
regulation—we engage in dialogue with these texts. It is from within this dialogue that the
fusion of horizons occurs (Zimmermann, 2021), and through this fusion of horizons, we can
find an answer to our problem. Accordingly, we do not merely describe Floridi’s views; rather,
we establish a dialectic between the horizon of the prevailing understanding of regulation—
which is user-centered and based on controlling user behavior—and the horizon of Floridi’s
text—which is based on the proxy culture and the architecture of code—in order to draw
conclusions therefrom. Thus, our hermeneutic approach is dialectical (Palmer, 2017). Such a
dialectic, in addition to the element of dialogue and question and answer, is also grounded in
the precise analysis of concepts. Here, another dimension of our methodology comes into play,
namely “qualitative concept analysis.” Qualitative concept analysis is not a one-sided
excavation of words; rather, it is an exchange among various concepts that are related to the
context of our discussion and the problem at hand (Nealon & Giroux, 2017). In the qualitative
analysis of the concepts presented in the texts, we do not merely recount them impartially;
rather, we establish a dialectical exchange among them so as to be able to answer our research
problem.

The qualitative analysis of concepts in this study is not intended as mechanical coding of
terms or counting their frequency in the text, but rather as a hermeneutic process for exploring
the hidden semantic layers of the fundamental concepts under discussion. In this approach,
concepts such as “proxy,” “signification,” “surrogation,” “analysed proxy,” and “proxy culture”
are reread not as static and discrete terms, but as components of an interconnected semantic
system in dialectical relation with one another. In this analysis, by moving beyond lexical and
surface-level definitions, we have sought to discover the internal logic and ontological
presuppositions latent within these concepts. For instance, in analyzing the concept of proxy,
we have not contented ourselves with defining it merely as a “representative”; rather, through
its dialectical opposition to the concepts of “sign” (the analysed proxy possessing signification)
and “‘substitute” (the analysed proxy lacking signification), the dual and unique aspect of the
genuine proxy in Floridi’s sense has been revealed. This method of analysis enabled us to
demonstrate how the transition from the culture of signs to the proxy culture necessitates a
redefinition of the position of the human subject and a redistribution of agency in the infosphere.
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Thus, the qualitative analysis of concepts here has served as an instrument for deconstructing
the traditional presuppositions of regulation—which are based on controlling user behavior—
and for articulating a new framework based on the architecture of proxy and the accountability
of designers, so that through this route, the fusion of Floridi’s theoretical horizon with the
problematized horizon of cyberspace regulation may lead to a deeper and more constructive
understanding.

Results

Floridi conceptualizes the infosphere through an environmental ethics lens, where the
primary ethical imperative is to reduce entropy and promote the quality, diversity, and security
of information objects. Since digital applications routinely act on behalf of users within the
onlife environment, regulation must shift its focus from merely controlling user behavior to
holding software designers and service providers ethically accountable. Central to this
framework is Floridi's critical distinction between a true "proxy" and a "degenerate proxy." A
true proxy inherently possesses both "signification” and "surrogation”. Conversely, degenerate
proxies lack one of these essential aspects: mere signs which only signify, or mere "surrogates™
which only act without signifying. Confusing these categories leads to dangerous cognitive
illusions like "magic" or "shallowism,” where users interact with superficial replacements
detached from actual reality. Therefore, ethical cyberspace regulation must ensure that digital
structures function strictly as true proxies, maintaining a robust epistemic and pragmatic link to
the realities they represent. This necessitates a fundamental paradigm shift in digital
governance. Instead of merely managing symbols or restricting user actions, regulators must
focus on the internal architecture, code, and algorithms of digital platforms. By addressing the
biases embedded in these systems, regulation can ensure that digital intermediaries genuinely
empower human flourishing and protect the infosphere, rather than deceiving users or
substituting reality with deceptive simulacra.

Discussion and Conclusions

The proxy culture is a global culture that is the product of the globalization of cyberspace.
Consequently, regulation grounded in the proxy culture is a multilayered and multidimensional
regulation. Such regulation undoubtedly requires cooperation between the public and private
sectors. Multilayered regulation in the public sector encompasses regulation by sub-state, state,
and supra-state institutions, which maintain cross-border communications at every layer.
Private regulation includes business groups, non-governmental organizations, and the like
(Bevir, 2018). Nevertheless, according to the theory of the proxy culture, in the regulation of
cyberspace one cannot content oneself merely with the measures of public and private
institutions in managing user behavior; rather, it is necessary to place the internal forces and
structures of cyberspace itself at the center of attention. Here, Floridi’s perspective converges
with that of Lawrence Lessig, since Lessig, like Floridi, holds that the regulation of cyberspace
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must be carried out on the basis of the internal capacities and the architectural and coding rules
of this very space (Lessig, 2006).

Lessig distinguishes four modes of behavior regulation: law, social norms, market pressures,
and architecture. To better understand the application of each of these modes in the regulation
of cyberspace, let us consider an example of their application in regulating behavior in the
physical world. Take the issue of smoking. One mode is to regulate smoking behavior through
the enactment and enforcement of explicit laws that declare smoking illegal in public buildings.
Currently in the United States there are laws prohibiting tobacco manufacturers from
advertising cigarettes on television programs or in magazines with adolescent audiences. In the
second mode, social norms can also play a regulatory role and prevent smoking in public. For
instance, restaurant owners, under social pressure from customers, may create separate sections
for smoking in their restaurants so that the harms of inhaling cigarette smoke do not affect all
customers, even if no explicit law requires this. In the third mode, certain types of market
pressures can influence smoking behavior. For example, cigarettes can be priced at a level that
only wealthy individuals can afford to purchase them; and finally, in the fourth mode,
shopkeepers can apply a kind of “architecture of control” over cigarettes by employing various
strategies involving physical restrictions. For instance, cigarettes available for sale in grocery
stores can be placed behind locked doors, and the sales policy for cigarettes in these stores can
result in customers’ transactions being restricted; that is, this method may require a cashier to
temporarily suspend the transaction so that one may locate the store manager and obtain the
appropriate authorization and the key needed to open the locked door to retrieve the cigarettes.
Compare this form of “architecture” with a form in which cigarettes are placed in vending
machines that are easily accessible to everyone, including minors. Lessig emphasizes that
“regulation through architecture” can best be implemented in cyberspace (Tavani, 2007).

In geographical space, architecture has a physical character, whereas in cyberspace,
architecture gives way to “code.” In Lessig’s view, “code” consists of the programs, devices,
protocols, and the totality of software and hardware that constitute cyberspace. This “code,”
like physical architecture in real space, determines the conditions of entry into and exit from
cyberspace. Both architecture and code possess a “coercive” aspect, meaning that they are not
“optional.” We do not choose to obey the structures that architecture creates; we are, in a sense,
subject to these structures. According to Lessig, just as we are subject to the architecture of real
space, life in cyberspace is also “under the dominion of code.” For example, just as a physical
door can prevent you from entering a physical building, the requirement to enter a password
can also prevent your entry into a website. Another example is the use of code to restrict access
to particular websites by requiring users to accept cookies if they wish to visit those sites. In
Lessig’s view, code has both a prohibitive and a permissive aspect and can be written in such a
way as to facilitate or prohibit access to or the transfer of information in cyberspace (Tavani,
2007).

Lessig’s facilitating codes are precisely Floridi’s genuine and non-analysed proxies, which
bring about programs in cyberspace that can play a positive role in individuals’ user experience;
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that is, they enable individuals both to grasp the meaning of phenomena in cyberspace—so that
phenomena do not become for them a mere surrogate or, in Baudrillard’s (2018) terms, a mere
simulacrum—and to derive an appropriate, realistic, and illusion-free practical benefit from the
programs, without exaggerating their functional capacities or placing excessive trust in their
capabilities. As Capurro (2021) states, a degree of prudence and circumspection in trusting
cyberspace applications is necessary for a healthy interaction with these programs. The
regulation of cyberspace must internalize this prudence and circumspection within the
programs, platforms, and pages of cyberspace themselves, rather than being merely focused on
imposing restrictions on user behavior.

The transition from the culture of signs to the proxy culture in mature information societies
necessitates a reconsideration of the foundations of cyberspace regulation. In this framework,
the proxy is not merely a symbolic signifier but a system that simultaneously possesses the two
features of “signification” and “surrogation.” This dual relation means that actors in cyberspace,
instead of interacting directly with the signified or physical reality, interact with a representative
that both refers to that reality and effectively acts in its place. Accordingly, regulation can no
longer focus merely on managing symbols or the flow of information; rather, it must focus on
managing proxy actions. Since in the Onlife environment the distinction between the online and
the offline has been dissolved and data have acquired a shared ontological nature with the
realities they signify, oversight of the accuracy of these proxies’ performance in their capacity
as substitutes becomes a priority. If proxies cannot properly act on behalf of the original source
or lose their signifying connection to reality, the regulatory system will confront the
phenomenon of degenerated proxies that are either merely signs and lack executive power, or
merely surrogates that sever the user’s epistemological connection to reality.

One of the serious implications of this theory in the domain of regulation is the prevention
of the formation of a culture of surrogates. In this situation, proxies, instead of being bridges
for accessing difficult experiences, become surrogates that conceal the original reality and
render access to it impossible. Cyberspace policymakers are obliged to design mechanisms that
prevent the metamorphosis of enhancing proxies into superficial surrogates. For example, rating
systems or recommender algorithms that act as proxies for the quality of goods or services, if
they lose their signifying transparency, confine the user within an environment of self-
referential signifiers that bear no connection to the qualitative reality of the signified. Therefore,
regulation must emphasize the preservation of the authentic connection between proxy and
reality in order to prevent society’s descent into superficiality. This requires the formulation of
standards for the design of proxies to ensure that these intermediaries, rather than diminishing
human experience, enhance it.

Moreover, the exponential growth in the volume of data in the infosphere has rendered
reliance on proxies an unavoidable necessity for navigating the information space. In this
environment, regulation must move beyond traditional approaches to content control and
toward proxy-ology and the management of signaling strategies. The principal challenge here
is the distribution of responsibility and accountability. Since proxies act on behalf of humans
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or institutions, determining the responsible authority for proxy actions is of vital importance.
The governance of cyberspace must specify who bears responsibility for the accuracy and
soundness of the interactions mediated by these proxies. Learning to interact healthily with
these digital entities and exercising control over the institutions that manage these proxies are
among the key tasks on the path toward the maturity of information societies, so as to avoid the
lapse into magical beliefs and the confusion of signs with practical realities. Ultimately, the aim
of regulation in the proxy culture is to ensure that mediating information structures, rather than
creating distance from reality, function as empowering instruments for human flourishing.
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